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Abstract

The application of the techniques of artificial intelligence to the task of disaster recovery plan
auditing is discussed. A prototype expert system for DRP auditing(1) is described and evaluated.
We conclude that automated DRP auditing is feasible.

Introduction.

If you have ever been involved in an audit of your
organization’s disaster recovery plan (DRP), you proba-
bly will find the following dialogues familiar, if not
pedestrian.

Dialogue 1.

AUDITOR: Are backup copies of the operating system
and needed operating software packages stored at an
off-site location? CLIENT: Yes. AUDITOR: Is access
to the vendor’s facility controlled by card control gate or
guard booth? CLIENT: Guard booth.

Dialogue 2.

AUDITOR: Does the vendor provide specially con-
structed containers for safely transporting data and/or
documents from your site and back? CLIENT: Yes.
AUDITOR: Is the transportation vehicle environmental-
ly protected against shifts in temperature and humidity?
CLIENT: Yes.

What is perhaps not so familiar nor pedestrian is that
in this case the Auditor is a piece of software, called an
expert system, running on an average (486 processor,
with 2 Megabyte RAM) personal computer.

Expert systems are the most widely used application
of the computer science field of artificial intelligence
(AI). In this paper we discuss the design and develop-
ment of a prototype expert system which could be used
to audit DRPs or to aid in the design of DRPs by
simulating an audit. We begin with a discussion of
expert systems technology. We will then discuss the
application of that technology to auditing DRPs, includ-
ing a description of a prototype DRP auditing expert
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system. We conclude with some projections and caveats.

An Overview of Expert Systems.

"Artificial intelligence" is an umbrella term for a wide
variety of software, all of which are designed to mimic
some aspect of human intelligence. Aurtificial intelli-
gence (Al), software systems include routines that
translate from one language into another (German to
English,. for example), programs for playing chess,
systems that recognize handwriting, systems that speak
and understand human languages, robot brains, and
expert systems.

An expert system is an Al software system that is
designed to perform like an expert in a specific area,
called a domain. Expert systems are currently employed
in a multitude of domains including the NASA space
shuttle operating systems, medical diagnoses, hearing
testing, automatic banking transfers, weather report
translations, computer systems configurations, prison
sentence determination, corporate tax accrual and
planning, distribution and delivery planning and manag-
ing, and MVS environment auditing (Harmon & King,
1985; Rolston, 1988; Keyes, 1990; Rowen 1990; Van
Dijk & Williams, 1991; Woods, 1992; Madhavan, 1994;
Wright 1993).

Expert systems have three main components (see
Figure 1): the knowledge base, the inference engine, and
the user interface.
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The knowledge base contains the knowledge that the
system uses to solve problems and answer questions.
The knowledge may be in the form of facts like "Bill
Clinton was elected President in 1992," if-then rules like

If a goal-driven system had only the rule shown in
Figure 2, it would ask the user whether or not the three
conditions were satisfied in an attempt to conclude the
THEN clause. A data-driven system operating with this

single rule would wait for the user to provide the

Figure 1. Expert System Components
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three conditions.

The third component of an expert system, the
user interface, is the software that allows the user
to query the expert system and receive the
system’s deductions and recommendations. User
interfaces may be closed or open language sys-
tems. Closed systems respond to only fixed single
character or single word inputs. The system
prompts the user to choose the appropriate input
response. Open systems allow the user to commu-
nicate with the expert system using natural lan-
guage. Natural language processors are expensive
and utilize much time and occupy processing space
while closed language systems are inexpensive.
The expert system discussed in this paper uses a
closed language user interface.

"If the vendor’s facility is free standing then it is less
susceptible to collateral damage," and heuristic rules, (or
rules of thumb), like "sprinkler systems are generally
more reliable than fire extinguishers." The expert
system discussed in this paper has a knowledge base that
consists entirely of if-then rules that contain factual and
heuristic knowledge (see Figure 2).

The inference engine is the software that actually does
the reasoning in the expert system. The inference
engine is responsible for deriving conclusions and
generalizations from the knowledge contained within the
knowledge base and the information given to it by the
user.

Most of the inference engines in current expert
systems are rule-based chaining systems. The knowledge
that the expert system is to have and use is codified as
a network of if-then rules (2). For example, one of the
rules in the DRP auditing expert system is shown in
Figure 2.

The system will report and/or use the fact that the
employee and vendor list condition is met if all three of
the conditions preceding the THEN clause are met.

Expert systems may approach decision making from
one of two points of view. The system may have a
specific goal in mind and then attempt to meet that
goal. This strategy is called goal- driven or backward
chaining. On the other hand, the system may proceed
towards a decision that is unspecified but determined by
the input data. This second strategy is called data-
driven or forward chaining.
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Who Can Build An Expert System?

Today, anyone can design an expert system. All that
is required is an expert in the domain for the system
(called a domain expert), a person with expertise in the
design of expert systems (called a knowledge engineer),
and a commercial expert system shell.

An expert system shell incorporates the algorithms for
goal and/or data-driven reasoning, a framework for if-
then rule construction, and a variety of diagnostic and
report features. There are dozens of expert system
shells on the market ranging in price from a few hun-
dred to several thousand dollars. Expert system shells
allow the designer to concentrate on the organization of
the knowledge domain. The fundamental Al algorithms
are already in place. However, not every shell is
appropriate for every expert system. For the DRP
auditing system, we decided that our best strategy would
be goal-driven because we wanted the system to tell us
whether or not a DRP was adequate. Therefore, we
selected the expert system shell Level 5 (Information
Builders, Inc.), an inexpensive shell with a closed
language interface that emphasizes backward-chaining.

Why Build an Expert System for Auditing
DCP? (3)

Almost 90% of all corporate service organizations
expect to be using expert systems within the next three
years (survey of 3,500 service managers conducted by
Service Ware, Inc., Verona, PA in a report titled "We're
Off to Size the Wizard: The Revolution in Service
Automation").
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Demand for Auditing New

IF
planning team

included with the
recovery plan

Figure 2. An example of the IF-THEN rule
construct for the DRP audit expert system.

the company has a permanent disaster recovery

company's

THEN the employee and vendor list condition is met.

Information

Due to the great increases in
service/information jobs, users are
demanding more access to infor-
mation, information which is
timely and accurate (Iskander &
McMann, 1989). Thus, auditors

AND the 1list of employee phone numbers is are being asked to review "types"
available for use in the event of a £ inf 4 hich t
disaster or 1 or.ma 10n whic may no

have existed three to four years

AND there is a current list of all vendors earlier. The audit function itself

disaster is under review in an attempt to

make it more cost effective and
in step with the technological
changes embracing the company
and end-user community as a

The use of artificial intelligence between 1992 and
1995 is expected to increase by a compound annual
growth rate of 223 percent ("Banks Wise Up to the
Expertise of Artificial Intelligence Systems", Bank
Technology News, Sept. 1992, survey Ernst & Young).

Knowledge-based systems (KBSs) - a subset of
Artificial Intelligence (AI) which, loosely speaking,
includes expert systems and neural networks, provides
one means whereby auditors can apply the latest,
emerging technologies to some common audit objectives
or goals. KBSs, then, provide one the advantage to
more fully and thoroughly examine the audit area under
review and not settle for simple practical audit sampling.

Expert systems were originally developed to solve
both ill-defined and well-defined problems which could
not efficiently be solved using traditional algorithms.
Auditing, as a discipline, and as a science, has both ill-
defined tasks as well as tasks which take place in rapidly
changing environments.

Regardless of which term you use, disaster contingen-
cy planning (DCP) or disaster recovery planning (DRP),
the use of expert systems to assist in performing an
audit of your firm’s ability to recover its data processing
and information technology operations in the event of a
disaster (however a "disaster" may be defined), has
direct operational benefits for the audit function (inter-
nal or external).

The following discussion outlines many of the primary
operational benefits of using expert systems in the audit
function as they specifically apply to DRP/DCP.
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whole. Since the traditional audit
market is experiencing a natural
growth saturation point, auditors must seek to introduce
new services, reach beyond the traditional methods,
become more flexible in the services they provide, and
specialize more.

Sociologist Emile Durkheim, has shown that as
societies increase in size, density, and urbanization, the
division of labor increases rapidly. To some extent man
undoubtedly becomes more proficient as he confines
himself to a given field or activity. Today, the sheer
volume of knowledge and the complexity of civilization
means that the intellectual is almost always limited to a
single discipline, and perhaps to only one of its major
segments.

Expert systems can assist the audit function in achiev-
ing its goals in the following ways: (1) An expert system
used for staff training will help auditors increase their
flexibility as special audit situations arise and auditors
must (or are forced to) change assignments; (2) An
expert system can process, evaluate, and deliver only the
relevant data needed by the auditor; (3) Since auditing
is primarily labor intensive (McKee, 1986), expert
systems can free auditors from many of the mechanical
tasks and provide the labor substitute and productivity
boost to audit new information technology (IT) areas;
and (4) With an expert system, "institutional experience"
is retained, and the training process could be accelerat-
ed, thus reducing training costs. New auditors could use
the system to ask questions about company audit
procedures and receive immediate responses.

Expert Systems and DRP
Computerized tools (i.e. expert systems) can help

focus thinking, model disaster scenarios, evaluate
network reliability and build disaster recovery plans.
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Expert systems which model disaster scenarios can
become important to the audit process since "staging" or
"conducting” a real disaster is neither easy nor cost
efficient. Disasters can not be planned to fit any one’s
time table. By creating an expert system which will help
analyze elements of a DCP, the auditor can identify
weaknesses and exposures in the plan which may have
gone unnoticed.

The basic concept is that the expert system will enable
the auditor to analyze more options, more scenarios,
more combinations of potential situations than if the
auditor were to conduct the review from purely a
manual perspective. The bottom line is that the auditor,
who utilizes an expert system to assist in the evaluation
of DCP\DRP, should be able to determine with a
greater degree of confidence, the firm’s ability to
withstand and/or recover from a disaster, using the
recovery plan currently in place. By utilizing the rules
for expert system design as outlined in the first half of
this article and by codifying known audit questions
relating to the audit of DCP, the expert system will not
only direct the auditor through a logical, orderly analysis
of the DCP, but will also provide a final evaluation of
the plan’s worthiness and acceptability, and its ability to
achieve the stated objectives. Additionally, this analysis
should provide the auditor with a basis for performing
a risk assessment of the firm’s overall exposure to risk.
Using this information, the auditor can then determine
the degree and level of testing which may be required.
Through the use of the expert system, the auditor is now
able to more accurately report to management the
potential for success or failure of the DCP, should
conditions warrant its implementation. The success or
failure of the DCP could be a harbinger of the success
or failure of the organization as a viable entity.

The analysis performed and the data generated by the
expert system, in addition to the auditor’s own field
work, would equip the auditor with the ammunition
necessary to convince management of the critical need
to continue the development, testing, and maintenance
of the DCP.

Of key interest would be the interpretation of the
results as provided by the expert system. For example,
if the expert system’s final analysis showed the DCP to
have a 89% chance of success, the auditor might feel
reasonably comfortable and confident in the plan’s
design and executability. The expert system may even
potentially reduce the level of audit testing to be
performed, making recommendations to management,
however, to "shore-up" weak spots where appropriate.
Depending on where the short-falls occurred, manage-
ment might be willing to accept the risk of not being
100% covered in the event of loss, and determine that
the company’s exposure of only 89% recovery capability
is justified and does not warrant any additional expendi-
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tures.

However, if a final analysis indicated only a 23%
chance of recoverability, the auditor may have an easier
time motivating management to take specific steps to
redesign, enhance, and expand upon the current DCP.

It is interesting to note that internal/external audit
might not be the only profession which may benefit from
the utilization of an expert system based DCP. The
authors can identify one profession for which access to
analysis provided by the expert system would be invalu-
able -- insurance underwriting.

A case could easily be made for the extensive increase
in a firm’s insurance premiums if the underwriter were
to determine that the firm stood only a 23% chance of
recoverability versus a 89% chance. In fact, if higher
than average premiums are not enforced, the possibility
of a carrier refusing coverage because of the liability is
certainly a possibility.

DRP: Design Considerations of an Expert
System

Between 1989 and the beginning of the fourth quarter
of 1993 alone, thirteen major disasters (natural and/or
man-made) ranging from terrorist bombings (World
Trade Center) to floods (Mississippi River Valley) to
earthquakes (Los Angeles) to hurricanes (Florida,
Hawaii) to natural gas explosions (Guadalajara, Mexico)
have brought the importance of pro-active disaster
contingency planning straight to the attention of execu-
tive senior management. What is unfortunate, and
frightening as well, is that as a result of these disasters,
many companies have found out only the hard way that
they were unprotected. They did not have a viable,
effective, working disaster contingency plan (DCP) in
place to reconstruct and/or adequately recover informa-
tion technology (IT) operations. This ill-fated state-of-
affairs has not solely been limited to small or medium
sized operations either.

Additionally, as business critical, real-time transaction
processing applications become increasingly more
prevalent (i.e. electronic data interchange), "availability"
becomes a key information processing issue. The
necessity and ability to be in a position to recover key
information technology (IT) systems, may be essential to
the continued financial (and, thus, overall) success of the
business.

Disaster Recovery Planning has today become almost
a corporate buzzword. For many organizations whose
mere existence depends upon information technology,
gambling that a disaster will not strike or affect them is
a decision that cannot be justified on any level. The
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stakes are simply beyond accept-

able limits of prudent manage-
ment responsibilities.

It is not the objective of this
article to discuss the components,
design or implementation strate-
gies of a DCP/DRP. To this end,
we present a very limited over-
view of the components of a
DCP/DRP. Our focus, instead, is
on the design of an expert sys-
tem...which supports the audit of
DCP/DRP. It is our intent to
show the breadth and complexity
of a DCP/DRP and to recom-
mend that the design of an expert
system for DCP be approached in
a modular fashion, automating
the audit logic in a series of steps
rather than designing a complete
expert system from the beginning.

RULE

In general terms then, the
major sections of a generic disas-
ter recovery plan may contain,
but are not limited to, the follow-
ing (Lamond, 1990): (1) Inven-
tory of current application and
systems programs, including also
telecommunications programs
and network hardware/software;
(2) Analysis of individual applica-
tion systems, with a view towards
criticalness of applications to the
organization and the impact of
the application’s loss to the orga-
nization; (3) Determination of
the organization’s application
systems’ hierarchy; (4) Selection
of disaster recovery backup meth-

RULE

RULE

RULE

Figure 3. Example of rules for use
within the DRP expert system.

RULE Safe Storage Facility

IF

THEN Safe Storage Facility

Security

IF

THEN Security

D1
IF

THEN D1 Quest CF 40

D1 Quest

IF

THEN D1 Quest CF 90

D1
IF

THEN D1 Quest CF O

Security
AND Environmental Controls
AND Facility Construction
AND Insurance
AND Personnel
AND Policies and Procedures

D1 Quest

AND CONF (D1 Quest) >=
AND D2 Quest

AND CONF (D2 Quest) »>=
AND D3 Quest

AND CONF (D3 Quest)
AND D4 Quest

AND D5 Branch

AND D7 Quest

40
40

>= 20

Quest
D1 IS card control gate?

D1 IS guard booth?

Quest
D1 IS not controlled?

od dependent upon how long the

organization can survive without IT processing, manage-
ment’s backup philosophy, and overall cost of available
backup methodologies; (5) Formalization of backup
agreements; (6) Identification, involvement, and commit-
ment of application owners (or designates); (7) Defini-
tion of application requirements, including personnel,
hardware, system support programs, telecommunica-
tions, data, special forms, etc; (8) Documentation of the
plan; (9) Off-site backup and retrieval of critical data,
applications software and documentation, system support
software and documentation, and special forms, etc; (10)
Testing Procedures; and (11) Plan Maintenance.

With this basic format in hand, we will now examine
the development of an expert system which addresses
one of these components.
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In deciding which component to automate first, we
examined the work required for each component, the
complexity of the concepts embodied within the compo-
nents, how easily the component could be converted to
an expert system format, the amount of information
available for each component (which we actually defined
as a domain), and finally which components required the
use of risk analysis or other ranking methodologies in

order to compile the required data.

After a careful review, we decided to design an expert
system to assist in the audit of component/section
number IX (off-site backup and retrieval of critical
data).

One developmental rule of expert system design is to
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Figure 4. An example of text for DCP
domain specific IF-THEN rules.
Remote Storage Facility
TEXT D1 L .
Access to the vendor's facility is controlled
by:
TEXT D2 ,
Are the external grounds patrolled at night by:
TEXT D3 . L ,
Does the vendor require advance notification of
visitors for any reason, including auditors?
TEXT D4
Is an inventory system used by the vendors to
prevent the intermixing of clients' data?
TEXT D5
Are individual, unique storage vaults used for
each client?
TEXT D6 L.
Is access to individual storage vaults
prevented by
TEXT D7 . .
Does the vendor provide unmarked vehicles to
transport data (and/or documents) to and from
your operation site?
TEXT D8 L .
Is the vendor's facility free standing?
TEXT D9
Are all adjacent and attached structures
adequately protected from unauthorized access?
TEXT D10
Are all adjacent and attached structures
adequately protected against the outbreak of
fire?
TEXT D11 .
Are data storage areas constructed in such a
fashion as to be airtight?
TEXT D12 - _
What type of fire detection and suppression
system(s) does the facility contain?

sion; albeit heuristically devel-
oped, a conclusion is reached
nonetheless.

A sampling of the rules consid-
ered for this domain are shown in
Figures 3 and 4.

The chart shown in Figure 5
details a portion of the logical
connections between the DCP
audit questions in the knowledge
base (represented by D1, D2, D4,
etc. as shown in Figure 4) and
the order of rule processing fol-
lowed by the expert system. The
node S1 represents the entry
node to the remote storage facili-
ty subsystem.

The very nature of the rule
based processing of expert sys-
tems makes this technology di-
rectly compatible with the rule
based (at least rule-implied)
philosophies/methodologies  of
internal and external auditing.
Auditors in completing audit
programs are seeking answers to
rules and questions and an audit-
ee’s level of compliance to these
rules.

For example, how is access to
the operations center within IT
controlled? The implied rule
here is that access should be
restricted to the IT operations
area.

By re-wording the audit pro-
gram question into a rule-based
format, the auditor is at the be-
ginning stages of expert system
design -- the design of the know-
ledge base. It is this knowledge

narrow the focus to a finite development area. With
this in mind, we decided to refine our development
domain even further. This resulted in the final project
objective -- design an expert system which will assist in
the audit of off-site backup plans, procedures and
facilities, as part of a functioning DCP/DRP.

As discussed earlier in this article, expert systems are
driven by and are logically based upon rules. The
execution of rules along a specifically defined logic path
results in the expert system’s ability to reach a conclu-
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base that will be queried by the
inference engine of the expert system to determine
which logical path to follow and which conclusions will
be reached.

Towards A Prototype Expert System for DRP
Auditing.

AUDIT, our expert system for DRP auditing, was
constructed as previously stated using the product Level
5, an expert system shell. The knowledge base consists
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The following partial transcript

Figure 5. Logical structure tree for

S1

DCP off-side storage domain questions. '

of a session between the AUDIT
system and a user is offered to
give you a feel for the level of
inquiry of AUDIT and to illus-
trate how the system operates.
The transcript begins in the mid-
dle of a series of questions

about the remote storage facility.
AUDIT is posing a question

D6

D1 D2 HDS H D4 H D5 H D7 }__AED_ | about the facility: AUDIT: Is the
T

vendor’s facility free standing?
User: No. AUDIT: Are all adja-
cent and attached structures ade-
quately protected from unautho-

AND .
rized access? User: Yes. AUDIT:
D19 A :
b8 D11 b12 D18 D18 Are all adjacent and attached

F T T

D13 D14

structures adequately protected
against the outbreak of fire?
User:Yes.

The Level 5 code for this inter-
change is shown in Figure 6. In
the actual system, the rules bear
AND code numbers rather than text

(see Figures 3 and 4). We have
inserted the text here for clarity.
Rule D8 Branch is a semantically

entirely of if-then rules. The rules encode the heuristic
knowledge of a professional auditor (Marcella) concern-
ing the protection of off-site backup and retrieval of
critical data, applications software and documentation,
and system support software.

The 42 rules which comprise this sub-module of
AUDIT are so structured that during any given session,
the system is designed to guide the user to an appropri-
ate conclusion regarding the adequacy of the DCP with
respect to off-site storage facilities and capabilities.
Although most of the rules are deterministic, and thus
ask for a yes-no or multiple choice response, several
rules are probabilistic. These rules ask the user for a
percentage estimate of the validity of the user’s re-
sponse. The inference engine then uses Bayesian
techniques (see Rolston, 1988) to produce a probability
estimate of the quality of the user’s plan.

The AUDIT program was written in about 100 person-
hours. The development loop had four phases: 1.
Interview with auditor on rules of thumb for auditing
off-site backup and recovery plans, (2) Discussion with
know-ledge engineer on the structure and interrelation-
ships of the rules, (3) Encoding of the structured rules
of AUDIT using the expert system shell, and (4) Test of
the system.

36

empty node in the search tree.

We'll go through the operation of the system for this
dialogue in some detail to illustrate the structure and
the operation of the system.

The system always attempts to reach the conclusions
(the statements following the keyword THEN) of Rules.
To establish the conclusion of a Rule the system at-
tempts to establish the truth of the Rule’s antecedents
(the statements following the keyword IF).

Thus, in its attempt to achieve the D8 Branch conclu-
sion, AUDIT will examine every rule in the knowledge
base that has D8 Branch as its conclusion. The rules
are examined in order of appearance. We've ordered
the rules with the same conclusion according to the
protocol practiced by our domain expert.

So, AUDIT first asks the question "Is the vendor’s
facility free standing?" If the user answers affirmatively,
the D8 Branch conclusion is reached with a 90% level
of confidence (CF).

On the other hand, if the user answers negatively as
shown in the transcript, AUDIT follows up with the two
questions pertaining to adjacent and attached structures.
If both of these questions are answered affirmatively,
then D8 Branch is achieved with a 60% level of confi-
dence. A negative response to the "free standing"
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influenced by these advances,

RULE D8 Branch
IF
THEN D8 Branch CF 90

RULE D8 Branch
IF

access?
AND

THEN D8 Branch CF 60

Figure 6. Level 5 code for partial transcript of
interactive session between AUDITOR and end user.

Is the vendor's facility free standing?

Are all adjacent and attached structures
adequately protected from unauthorized

Are all adjacent and attached
structures adequately protected
against the outbreak of fire?

some of which will be unpredict-
able. Nevertheless, some broad
areas of research do present
themselves.

AUDIT is a prototype. It
serves to indicate that automated
disaster recovery plan auditing is
feasible. The next step is to test
a DRP auditing expert system
under field conditions. An auto-
mated system should be matched
with a human auditor in a real
situation and the results com-
pared. But before this can be
done, a much larger system needs
to be designed.

question suggests a potential deficiency in the facility.
As a result, even a well protected, attached storage
facility is viewed as less than secure as compared to a
free standing facility. AUDIT will use the confidence
levels reached during this exchange in its further assess-
ment of the organization’s DRP and in determining
what, if any, additional questions (logic paths) it will
pursue.

The Future of Automated Auditing?

The results of our brief exploration into the possibility
of using expert systems for auditing DRPs are encourag-
ing. We believe that automated auditing utilizing expert
systems is feasible and cost effective in at least three
contexts. First, expert system software along the lines of
AUDIT could be quite effective as an aid in developing
a DRP. Second, an auditing expert system could serve
as an inexpensive pre-auditing tool for an organization.
It would provide a means by which a firm could get the
"bugs" out of its DRP before incurring the expense of a
professional audit. Finally, an expert system for DRP
auditing can provide for almost continuous investigation
of DRPs. Once purchased, or developed internally, a
well designed expert system could be used monthly or
quarterly to evaluate and update the organization’s
DRP.

Suggestions For Future Research

Expert system technology and disaster recovery plan
auditing are both rapidly changing fields. Advances in
computer hardware and software are and will continue
to influence the nature of disaster recovery plans and
the expert systems created to assist in auditing them.
Further research in the design and implementation of
automated disaster recovery plan auditing will be
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AUDIT itself could be expand-
ed with the addition of more rules, but alternative
expert systems architectures should also be explored.
AUDIT uses the traditional rule-based expert system
architecture. However, more flexible expert system
paradigms like neural networks or genetic programming
may also be appropriate for DRP auditing.

It is also not clear whether the goal of automated
auditing should be independent auditing of DRP's or
internal evaluation of DRP's as a pre-audit. The second
goal is probably more easily obtainable, but also raises
numerous questions of liability and reliance. To what
extent should the expert system's judgement be trusted?
Who is liable in case of error, the creator of the expert
system or the user of the system?

These and many other related questions need to be
addressed well before automated disaster recovery plan
auditing via expert systems becomes a commercial
reality. o

A7 N0/ NV AV N\ NV
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1. The prototype was programmed by Kimberly P.
Vahle (a senior Millikin University undergraduate
student and James Millikin Scholar) and designed
by Ms. Vahle and the authors.

A class of expert systems based upon neural net-
works does not include any if-then rules at all. In
a neural network expert system, the system is
trained in the domain area, and in effect, establishes
its own criteria for decision making,

The authors wish to clarify our interchangeable use
of the terms Disaster Contingency Planning (DCP)
and Disaster Recovery Planning (DRP). DCP
typically refers to the establishment of policies,
practices, and procedures which are followed in a
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10.

11.

pro-active attempt to protect and prevent against
events (disasters) which could seriously impair
normal business operations. In contrast, DRP
typically addresses actions which would be taken in
efforts to recover from a disaster. We feel that the
use of expert systems in auditing is applicable under
either contingency or recovery planning. It is also
important to note that whether you use contingency
planning or recovery planning, the plan itself should
be broader in scope and control than the informa-
tion technologies function. The plan should encom-
pass the entire organization and should address all
critical functions necessary for continued corporate
survival.
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