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Abstract

A survey of credit unions, school districts, and hospitals provided a sample of computer
users subject to external financial, regulatory, and accreditation reviews in which DRP’
is considered an essential part of the process. This study examined the perceptions of
top-level managers in these three institutions toward the role of external review agents
in increasing the awareness of management to their responsibilities in DRP. The find-
ings indicate that the managers surveyed perceive the influence of external DRP review
agents to be relatively unimportant. This attitude represents a stark deviation from the
recommendations provided in current DRP research literature.

Introduction
(: ommunity-based institutions are tradi-
tionally found in education, healthcare,
and similar service-based programs;
such as financial, legal, and social services. The
introduction of computer technology has allowed
these organizations to provide more efficient and
timely services for their clients, better opera-
tional controls, and improved management re-
porting tools. However, the rapid growth in de-
pendence upon computer technology requires
consideration of how an institution would cope
with a rare, but often major, disruption that im-
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pacts upon its information systems resources.

These disasters may be natural; such as
fires, floods, lightning, earthquakes, hurricanes,
or tornadoes. They may also be man-made; such
as explosions, sabotage, and theft. For an or-
ganization that lacks a plan, the failure of a
communications system, central processing unit,
or even a disk drive, could constitute a threat to
the viability of the institution. Examples of vari-
ous types of business disasters and actions taken
in response to them can be found in Appleby
(1996), Clolery (1993), Dash (1997), Dwyer, et.
al., (1993), Editor (1994), Kahan (1994), Klien
(1992), Lenckus (1992), Powell (1990), and
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Romei, et. al., (1995).

As McManus (1988) points out, every
employee must become actively involved in
DRP, but top-level management is ultimately re-
sponsible for the success and survival of the
firm. They alone can assess those activities most
crucial to the firm. For this study, therefore, top-
level managers in three distinct classes of institu-
tions were surveyed: federally insured credit
unions, school districts, and hospitals.

These organizations share many common
traits. They are community-based with limited
outreach programs or branches, are often not-
for-profit operations, and have an elected or vol-
untary Board of Directors that oversee the finan-
cial health of the institution. All of these are also
experiencing a rapid infusion of information
technology, including personal computers, multi-
user systems, local-area networks, and wide-area
networks. They also employ critical application
programs directly related to day-to-day opera-
tions.

Credit unions are rapidly becoming de-
pendent on wire transfers of payrolls and invest-
ments, automated teller machines to provide
customers access to their accounts, access to
credit reporting services to assist in loan deci-
sions, and daily analysis of investment portfolios
to manage investments in treasury notes or cer-
tificates of deposit.

Hospitals are moving toward on-line
medical records, automated laboratory proce-
dures, computer-based imaging systems, and
network-based tele-medicine. They are also in-
stalling the traditional purchasing, billing, sched-
uling, and personnel systems. School districts, on
the other hand, are now using computers in indi-
vidual classrooms, gaining access to the Internet
for classroom and research support, and em-
ploying interactive distance learning facilities to
provide educational experiences to small groups
that are geographically dispersed.

Another characteristic common to these
establishments is the existence of external review
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agencies that are charged with their oversight.
Credit unions are subject to review by both fed-
eral and state examiners, school districts by the
state’s Board of Education and regional accredi-
tation agencies, and hospitals are required to
submit materials related to both operational and
financial matters to a Board of Healing Arts. Ad-
ditionally, many hospitals choose to seek ac-
creditation from the Joint Commission for Ac-
creditation  of  Healthcare = Organizations
(JCOACH).

Literature Review

Researchers have noted that the continu-
ing growth in dependence upon rapidly changing
computer technology raises concerns about an in-
stitution’s ability to respond to a disaster of any
kind. Appleby (1996) states that “traditional
backups like batteries, generators and manual
operations are not obsolete, but pale in compari-
son to the high-tech disaster recovery needs of
today’s businesses.” An ATM application for
credit unions requires access to a national net-
work service via dedicated communications lines
supported by on-line premise equipment. Hospi-
tal nursing stations routinely employ terminals or
workstations to examine or update patient rec-
ords and to order tests, special diets, or pharma-
ceutical items. In school districts, distance
learning facilities involve codecs to compress
video and audio signals and to interface to dedi-
cated communication facilities at several sites to
allow a two-way interaction between students and
teachers.

Much of the hardware and software re-
quired to prepare for a disaster in these areas is
proprietary and can be obtained from several dif-
ferent vendors. Muckian (1994) discusses DRP
software and a planning handbook available for
credit unions. Classe (1991) provides a list of
selected firms providing disaster recovery serv-
ices. Cerullo, et. al., (1994) also provides a list-
ing of agencies that can aid in identifying poten-
tial disruptions, estimating losses, and developing
a comprehensive disaster plan.

Dash (1997),

Klein 1992), Lenckus
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(1993), Muckian (1994), and Romei, et. al.,
(1995) all relate incidents of various companies
involved in disasters and the effect of DRP on
the outcome of these encounters. Stone and Frick
(1992), on the other hand, relate the results of a
mock-disaster test on a real-world company’s
disaster plan. Lastly, Vijayaraman and Rama-
krishna (1993) present the results of a survey
concerning the types, costs, and occurrences of
different types of disasters effecting various
firms.

Luecke and Hoopingarner (1993), writ-
ing in regard to healthcare management, also de-
scribe the expanding burden of DRP resulting
from the burgeoning use of information technol-
ogy in an institutional setting. They note that
personnel, particularly those who have recently
completed their education using automated sys-
tems, have grown accustomed to technology-
based methods and may lack experience in deal-
ing with manual methods that were the mainstay
of earlier times.

Lamond (1990) and Poker (1989) point
out that the need for a critical systems inventory
is considered an essential part of preparing a dis-
aster plan. Due to the system wide impact of
technology, this inventory requires input from all
levels and all personnel of the organization.
Hankins and Barnett (1991), however, relate that
disaster planning must begin with a commitment
from the Board of Directors and spells out the
board’s role in the process.

Burch (1989), Gauthier and Buchanan
(1989), Haight and Byers (1991), Hurd (1994),
Macoy (1992), Rosenthal and Sheiniuk (1993),
Stone and Frick (1992), and Wong, et. al.,
(1994) provide consultation and discuss detailed
steps for risk assessment and development and
implementation of a disaster plan. These authors
also frequently stress the critical role of the
Board of Directors, CEO, and financial man-
agement team. Luecke and Hoopingarner (1993)
even list four major DRP tasks that are expand-
ing the involvement of the financial management
team and are related to the current study:
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1. Applying risk analysis techniques to quan-
tify the institution’s exposure in the event of a
significant disruption of automated systems.

2. Studying recent internal and external
auditing reports to identify possible concerns
with the organization’s ability to function in the
absence of automated systems and the ability to
recover from such a disruption.

3. Determining whether outside consulting
services will be necessary or advisable to address
critical planning areas, or if the process can be
completely internalized.

4.  Reviewing the plan with the management
team to gain its approval. The plan should be
submitted for examination by the Board of di-
rectors.

Burch (1989) states that internal auditors
have a professional and moral responsibility to
ensure a disaster plan is in place, fully tested,
and up-to-date. He also suggests four compo-
nents of good DRP and the steps to employ in
plan development, testing, and maintenance.
Macoy (1992), Negron (1992), Lamond (1990)
and Morris (1992) point out the importance of
external reviewing agencies in DRP.

Wesselingh (1989), writing for financial
institutions, recognizes the need for standards of
care and the involvement of the Board of Direc-
tors in an annual review of disaster plans.
McManus (1988) and Phelps (1986) assert the
responsibility of top-management in DRP.
Wong, et. al., (1994), also offers suggestions for
top-level and information systems managers to
employ in DRP.

Luecke and Hoopingarner (1993) sum-
marize DRP responsibilities stating that, “The
business continuity plan is an institution’s insur-
ance policy assuring on-going operations, key
data recovery, and uninterruptable cashflow
Business continuity planning is best tackled by a
task force.” They also state, however, that the
Board of Directors, top-level management, and
reviewing agencies remain responsible for in-
suring the best possible plan is developed and
tested.
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Appleby (1996) states that when infor-
mation flow stops in a hospital not just profits,
but the life and death of patients may well be
jeopardized. He also notes that DRP is a re-
quirement for JCAHO accreditation and dis-
cusses the role of external firms that can provide
“hot-site” and consulting services. Kahan (1994)
also provides valuable information on “hot
sites.”

Perry (1990) discusses the role of a DRP
team in regards to a school catastrophe and notes
computer services as an area of special concern.
In the context of an educational, rather than fi-
nancial, arena, the Illinois School Library Media
Association Handbook (1994) on DRP discusses
the special case of protection for library hold-
ings. Kahn (1994) also provides information con-
cerning library media recovery and includes

problems related to protecting computer soft-
ware.

Clolery (1993) points out that DRP is
probably even more important for the sole prac-
titioner than it is for a larger firm, since the
smaller organization doesn’t have a staff to rely
on in a crisis. He also provides a seven step
process and a checklist to follow in DRP. Cruden
(1996) points out that over 90% of personal
computer (PC) users do not backup their data at
all. He relates that home PC users, small-to-
medium sized businesses, and those in cli-
ent/server environments face the greatest risk of
losing historically significant information, be-
cause they fail to provide adequate backup pro-
cedures. Klien (1992) supports these findings
concerning small-to-medium sized businesses.

Regardless of these research findings,
Muckian (1994} states that according to Doug
Verner, the Director of the National Credit Un-
ion Administration (NCUA) Office of Technol-
ogy and Information Services, reviewers expect
credit unions to have a plan - but few external
examiners spend much time reviewing plans.
Additionally, Cerullo and McDuffie (1994) pres-
ent results from a survey of 71 Charleston, SC
companies following Hurricane Hugo. The re-
sults show that out of 41 usable returns 56% of
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the firms had no computer contingency plans. As
late as this year, Dash (1997) reports that an ICR
survey group study indicated that only 62% of
the information systems respondents even had a
disaster recovery plan. Articles by Hurd (1994),
Dwyer (1993), Krezmein (1993), Lenckus
(1993), and Haight and Byers (1991) all reflect
this same lack of preparedness in both small and
larger businesses. Yet, Hankins (1991) points out
that the failure to safeguard information assets
can subject the organization & its management to
liabilities & penalties under the Foreign Corrupt
Practices Act of 1977.

Methodology

An initial and follow-up survey of 319
federally insured credit unions in seven mid-
western states resulted in 85 usable responses.
The characteristics of, and partial results from,
this survey were reported by Dreher and English
(1996). The same survey was then sent to 304
superintendents of school districts and 142 hos-
pital directors in Kansas. Along with a follow-
up, these surveys resulted in 102 and 35 usable
responses respectively.

The survey was designed to examine the
attitude of the CEOs of these institution’s relative
to the: (a.) role and importance of computer-
based (automated) systems, (b.) in daily opera-
tions, (c.) allocation of responsibilities for DRP,
(d.) role and impact of external review agents
(such as auditors, (e.) regulatory and accrediting
groups, and consultants) on each of, and (f.) the
above institution’s DRP processes.

While the scope of this survey was geo-
graphically limited to a single state for two of the
groups, the authors believe the exposure to po-
tential disasters is reasonably high and uniform
within the sampled population. Unfortunately,
Kansas represents an area that is exposed to a
wide variety of disasters; suffering damages due
to tornadoes, flooding, hail, strong thunder-
storms, fires, and even earthquakes.

A number of the surveyed organizations
are relatively small and located in rural areas or
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smaller towns. These firms, however, are
equally likely to suffer from disasters as those in
large metropolitan areas, and have fewer re-
sources available to cope with the disaster. The
need to provide an adequate plan that accounts
for limited resources and the lack of nearby
services (such as “hot sites,” computer repair
centers, and communications support) imposes an
even greater burden than that experienced by
firms in less remote areas. The institutions sur-
veyed should not, therefore, be unfamiliar with
the DRP process.

Research Results

Characterizing the responding establish-
ments revealed that the relative sizes varied
widely, but on the average most of them would
meet the guidelines for a small business. Table 1
presents the responses to selected demographic
questions for all three groups. Please note that
SE is the standard error involved in the meas-
urement.

As can be seen in Table 1, hospitals, on
the average, have more employees, managers,
and information systems personnel than the other
groups. The largest had 6,000 employees and 98
managers compared to the largest school district,
which reported 1,000 employees and 80 manag-
ers. The largest credit union, on the other hand,
reported only 166 employees and 50 managers.
Since all the groups reported an average of
slightly more than one information systems man-
ager, it was expected that the financial manage-
ment team would be heavily involved in the DRP
process. As Table 2 reveals, the actual assign-
ment of overall DRP responsibilities supported
this expectation.

Table 2 indicates similar DRP responsi-
bility assignments among the different types of
institutions. Indeed, a Chi-square contingency
test at the 90% significance level did not support
a hypothesis of independence in assignments.

The Role of External Review Agents

The survey also required respondents to
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rate a wide variety of statements using a Likert-
type scale where 1 represented “strongly disa-
gree,” 2 “disagree’” 3 “Neutral,” 4 “agree,”
and 5 “strongly agree.” Selected statements rele-
vant to external review agents are presented in
the left-hand column of Table 3. The responses
are shown in columns two through four. Please
note again that SE is the standard error involved
in the measurement.

Examining the number of “agree” or
“strongly agree” answers to statement one in Ta-
ble 3 revealed a 97.4% response for credit un-
ions, 85.3% for hospitals, and 96.6% for school
districts. Clearly top-level managers in this sam-
ple perceive computer-based systems to be of
extreme importance. Examining the remaining
statements, however, discloses a much less posi-
tive result. Only the credit union response to
statement 5 even approaches agreement. The
credit union reply to statement 3 is the only other
result exceeding neutrality. All the remaining re-
sponses are on the “disagree” side of the rating
scale.

Summarizing, credit union management
doesn’t perceive that external review agents ex-
amine their disaster plans, or at least not thor-
oughly. Yet, Table 3 also reveals that these man-
agers don’t seek the professional advice of out-
side consultants either. They do, however, per-
ceive a greater awareness in examiners due to
recent disasters. These perceptions appear to be
in stark contrast to the available literature, which
extols the moral and professional responsibilities
of external review agents in the DRP process.

Even though hospitals and school dis-
tricts involve more hard resources and people
than credit unions, management perceptions in
this area are no better than those of credit union
managers. There is little requirement for federal
or state examination of either establishment to
ensure a readiness to deal with catastrophes, nor
do they seek professional consulting advise in
DRP. These two groups, therefore, do not even
perceive an increase in awareness due to recent
disasters.
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Table 1:
Institutional Demographics
Credit Unions Hospitals School Districts
Mean SE Mean SE Mean SE
Employees 26.8 4.00 499.1 203.00 173.0 19.80
Managers/Officers 52 .76 10.6  3.50 6.9 1.10
IS Managers 1.2 .14 1.5 44 1.1 13
IS Programmers 02 .12 2.3 1.43 0.3 .08
Others in IS 1.6 .12 34 1.10 1.6 .12
Total IS Staff 3.0 7.2 3.0
Table 2:

Actual Assignment of Overall DRP Responsibility

disaster plans.

Credit Unions Hospitals School Districts

IS Director 11 1 18

Financial Officer 22 3 13

Several Officers 31 10 24

Outside Agent 1 2 2

Several Team Members 17 16 33

Table 3:
Perceptions of the Role of External Review Agents in DRP
Statement Credit School
Unions Hospitals Districts
Mean SE =~ Mean SE Mean SE

Computers are vital to operations. 4.88 .05 444 13 4.67 .06
CPAs review our DRP. 2.86 .14 238 24 1.85 .11
Federal-State examiners review our 3.14 .13 1.71 .16 1.73 .10

disaster plans.
Consultants advise management on disaster 1.92 .13 2.15 .21 223 .13

planning.
Recent disasters have raised examiner awareness of 3.77 .12 229 .19 1.78 .10

DRP.
The Board is active in cost-benefit analyses of our 2.45 .14 2.09 .21 203 .12

Unfortunately, Table 3 also reveals no
difference in the responses of these three estab-
lishments to statement 6. They do not perceive
that the Board of Directors is actively involved in
any cost-benefit analyses of DRP. When asked if
management currently discussed DRP with their
Board, however, 57.6% of the credit union
CEOs stated they did so as a current practice.
Hospital and school district responses to this
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same question disclosed that 47.1% of hospital
managers did so as a current practice, but only

8.3% of school district superintendents discussed
DRP with the Board.

Conclusion

While not a resounding endorsement for
the role of external review agents in DRP, it ap-
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pears that reviews by federal-state examiners in
credit unions reflect some increased awareness of
the importance of DRP to the continued health
and survival of the organization. Hospital and
school officials, on the other hand, do not per-
ceive the impact of federal or state reviews of
DRP, nor do they perceive any value in external
review of their DRP. In addition, none of the
three groups perceive a significant role for con-
sultants in DRP.

The literature suggests that hospitals
seeking accreditation are subject to review in this
area, but perhaps the majority of the hospitals
surveyed in this study are not large enough to
seek accreditation. Yet, researchers also suggest
that smaller organizations require good DRP
even more than the larger ones. Lastly, while the
literature also stresses the need for an active role
in DRP for managers at all levels, the involve-
ment of the Board of Directors was marginal in
credit unions and hospitals and almost non-
existent in school districts.

Considering the investment in highly
technical resources, the number of consumers,
and the monetary funds involved in the three in-
stitutions studied, external review of their disas-
ter plans should be absolutely essential. Also,
these reviews should be thorough in nature and
pursued to ensure compliance on the part of
managers at all levels. This study, however, did
not find these requirements to be generally ac-
cepted nor practiced.

Some reasons for these results might in-
clude: 1) some managers may feel the level of
risk does not justify the expense involved, 2)
they may suffer from the “it can’t happen to us”
syndrome, 3) the task is just too big and time
consuming, 4) lack of top management support,
5) lack of involvement on the part of all depart-
ments, 6) management attitudes (there are
enough real daily problems to worry about hy-
pothetical ones), and 7) the lack of resources,
skilled personnel, expertise, and/or training.

Research efforts, however, are replete
with examples, from all areas of business, of the
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tremendous losses involved in both natural and
man-made calamities. Britt (1993) also reminds
the business community that a disaster doesn’t
have to be a fire, flood, or tornado, it can be a
simple computer problem or an error in a soft-
ware program.

Our conclusion is that management in the
three groups studied here does not value the role
of external review agents in DRP as highly as the
research literature suggests they should. Perhaps
these reviewers are more concerned with other
issues, not forceful enough, not thorough
enough, or not visible enough, in their analyses.
Another possible reason for this laxity may rest
in where existing regulations and guidelines
place the most emphasis. In a hospital, for in-
stance, the emphasis appears to be on a commu-
nity or internal disaster which involves a calam-
ity that mandates the protection of patients and
staff. The actual extent of the DRP emphasis
placed on information systems in these circum-
stances is an unknown.

Suggestions For Future Research

While this paper deals with the role of
external review agents in DRP, the authors see a
need to examine the actual role of individuals
within the institution. Distinguishing between the
overall disaster plans and those directed toward
the information systems component constitutes
another area requiring future research.

A third research issue involves the dif-
ferences in information system DRP models ap-
propriate for each institution. A review of hos-
pital information system components reveals pa-
tient admissions, insurance and billing, labora-
tory, patient medical and electronic imaging rec-
ords. This implies that highly complex informa-
tion systems DRP would be needed to deal with
distributed resources and quite diverse system
characteristics. School district disaster planning
would probably not be quite as complex. Direc-
tors would have to deal with such things as class-
room resources used for instruction and central-
ized financial and student records.
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Finally, research is needed to determine
the role of the Board of Directors and their rela-
tionship to external review agents. The results of
this study indicates that the Board of Directors
assumes only a highly limited role in regards to
DRP. Yet, the current research literature indi-
cates that even a small calamity can have far
reaching consequences for an institution with in-
adequate disaster plans.

Footnote

1. Business resumption planning or continuity
planning are considered to be synonymous
with disaster recovery planning.
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