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ABSTRACT

A critical component of security design is security awareness programs. Implemented effectively,
security awareness programs enable organizational members to understand the organization’s
security posture, their responsibilities, and courses of action in the face of security incidents
(Purser, 2004). Awareness training programs should be designed as an initiative to foster
organizational learning. In addition to the widely used training methods built with traditional or
computer-based media, organizational learning tools, such as cognitive maps, are recommended
in training to build security awareness as one type of distributed cognition.
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INTRODUCTION

ability to perform their job. It is important that people understand the importance of security, use of

security measures, and reporting processes. Similarly, Boyce and Jennings (2002) suggest that employees
should be made aware of security’s contributions to the survival, coexistence, and growth of the organization and
what is required of them in that respect.

@ﬁ ecurity awareness is the processes of making people understand the implications of security on their

Awareness training programs should be designed as an initiative to foster organizational learning. The
training results reside not only in each individual employee but also in organizational memory. With organization
memory guiding an employee’s sense making and improvisation in case of security incidents, it is more likely that
security-smart reactions will become the employee’s “second nature.” Moreover, to ensure that the employee’s
behavior is in the best interest for maximizing security, the awareness training should be designed as a systemic
system.

Illustrative of the failure of an awareness program is the proverbial user who opens the vicious email
attachment. Attachments containing malicious code are one of the oldest and most common tricks for spreading
computer viruses. Despite the wide media coverage of their danger, so often users are still opening suspicious
attachments that Ernst & Young (2004) uses this as an example to express its concern about lack of security
awareness.

SECURITY AWARENESS PROGRAMS

These definitions focus on the cognitive outcomes of awareness training. However, security awareness
programs should also aim to generate behavioral outcomes that go beyond the procedural knowledge of using
security defense mechanisms. This is because many security breaches result from human negligence and attackers
focus on weaknesses in people or processes. Even one single employee’s carelessness can undermine the best
defense mechanism in place; thus, awareness programs also need to enhance the employee’s capability for making
sound security judgment and preventing negligence. As Whitman and Mattord (2004) suggest, awareness programs
should modify any employee behavior that endangers information security.

Awareness training should be provided to any employee who has contact with the organization’s
information or information technologies. Their varied degree of contacts with information and 1T, however, means
that different levels or depths of training are appropriate for different employee groups. Boyce and Jennings (2002)
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state that “customization” is often recommended for different types of employees. Alternatively, awareness training
can be differentiated based on the specificality of the topic. For example, specific awareness is targeted at specific
threats or processes while general awareness covers general topics in security, such as basic security principles
(Purser, 2004).

There is a wide spectrum of methods with which awareness training can be delivered. Face-to-face
presentation/lecture is one of the most popular. In additional, training materials can be produced with traditional
media, such as handbooks, brochures, newsletters, video, etc., or with computer-based media - Web sites, intranet,
portals, etc. Some criteria that can be used to evaluate the design of awareness program are continuity,
comprehensiveness, coherence, cost-effectiveness, and timeliness (Pipkin, 2000).

ORGANIZATIONAL LEARNING

Templeton defines organizational learning as the set of actions (knowledge acquisition, information
distribution, information interpretation, and organizational memory) within the organization that intentionally and
unintentionally influence positive organizational change (Templeton, 2002). Similarly, Lee, Courtney, and O’Keefe
(1992) subscribe to the view that organizational learning is based on individuals’ cyclical interaction processes with
their environment. Through the interaction, people derive and update their beliefs about causal-effect relationships.
By sharing information on these relationships, they create the knowledge base for organizational learning, which in
turn will guide individual as well as organizational action.

Organizations, however, are not a random collection of individuals. Officially, the organization may
espouse a theory of action, which is formal and normative. However, it is its theory-in-use - the theory of action
constructed from individuals’ actual behaviors that preserve the organization’s identity because theory-in-use
persists through lapses of time and turnovers in organizational members. It is not static but rather shaped by
organizational learning. As agents of organizational learning, individuals continuously restructure the theory-in-use.
The encoding of organizational theory-in-use is done by organizational memory, which is where the results of
individuals’ inquiries are recorded.

INTEGRATION OF ORGANIZATIONAL LEARNING AND SECURITY AWARENESS

Security awareness is an area that may benefit from organizational learning because IT security depends
heavily on individuals’ acquisition, processing, understanding, and sharing of technology, as well as security-related
information, knowledge, and expertise. A conscious effort to learn from past lessons is U.S. Army’s Center for
Army Lessons Learned (CALL), which is established to institutionalize strategic learning processes into the U.S.
army, drawing upon the concepts of organizational learning. It designs an organizational memory system that meets
Boland’s (1994) principles for IT support of distributed cognition.

The goal of CALL is to induce rapid behavioral transformation in response to changing circumstances
(Thomas et al., 2001). The same goal can be set for awareness programs because behavioral changes are what such
programs should ultimately achieve and attacks at information systems often create a turbulent or unfamiliar
environment. For example, a distributed denial-of-service (DDoS) attack makes an organization’s servers incapable
of serving customer requests and often creates a public relationship snafu that needs to be handled immediately.
Various attacks often cause inexplicable patterns in network traffic, disk activities, etc. For organizational members
to cope with such environments, organizational memory can be particularly helpful by enhancing individuals’
improvization abilities. In a learned organization, organizational memory is where the emblematic stories are
stored. Thus, learning by tapping organization memory enhances individuals’ sense-making ability.

Without proper learning, most organizational members lack the background to make sense of tell-tale signs
of attacks on information systems. Pertinent knowledge usually resides only in the individual memory of the IT
staff. Thus, abnormal system activities may cause a non-1T member, or even IT member, without security expertise,
to panic. However, the individual is not able to make sense of it. If the expert member’s memory, past security
events, and other relevant knowledge are stored in an appropriate format in the organizational memory and shared
effectively through organizational learning process, the individual will be able to resort to organizational memory
and make sense of the abnormal situation effectively.

166 http://www.cluteinstitute.com/ © 2012 The Clute Institute




Review of Business Information Systems — Fourth Quarter 2012 Volume 16, Number 4

DESIGNING SECURITY AWARENESS PROGRAMS

With proper design, an awareness program can encourage the crystallization of an individual’s experience,
knowledge, and expertise into procedural and declarative organizational memory. Such programs also make the
individual aware of the locations in the organizational memory where such procedural and declarative knowledge is
stored. Therefore, when individuals encounter suspicious signs in information systems, they will be able to come up
with improvisational actions that are more informed, effective, and timely. For example, with training from such
programs, individuals, when noticing tell-tale signs of rogue processes on the computer, will be able to tap the
organizational memory correctly and efficiently to guide their actions. Not only will they be able to make sense of
the signs, but they also will be able to improvise. Depending on the situation, they may decide to record the trace of
the processes, actively gather information on the processes, or simply resist the urge to shut down the system so that
process information in the computer RAM will not be lost.

The current practice of awareness programs tend to stress customizing training materials to fit an individual
or a group of individuals’ work environment and daily tasks (Boyce and Jennings, 2002). This is absolutely
necessary because it makes the training relevant and interesting to the individual. This personalization often is
supplemented with coverage of general security concepts (Purser, 2004). The missing piece of the puzzle, however,
is the inclusion of the security implications for other organizational units or members.

Users’ behavior can be modified if, even in training specifically customized for non-IT users, materials are
included to allow them to stand in the shoes of the IS staff. In addition to pointing out the consequences an unsafe
action can cause to the user’s work flow, the training program may portray to them the impact such an action will
have on the IT staff’s work flow. On the other hand, security training of the IT staff tends to focus heavily on the
technologies for implementing security defense mechanisms. If “soft” materials are included to create an
understanding of what a regular user would feel between a security threat and condescending, jargon-throwing IS
“support” staffer, they will become more sympathetic and skillful when helping an individual deal with security
breaches.

IMPLICATIONS

In the previous sections, we argued whether IT security awareness programs can be more effective if the
designer of awareness training designs the program along the path of organizational learning. Security awareness
programs generally come into being out of the necessity to fend off the potential attacks on an organization’s
information systems. Even when designed with an organizational learning orientation, it is basically a single-loop
learning process.

This is not to say, however, that awareness programs shall remain as single-loop learning all the time. A
highly effective awareness program may cause the organization to reflect and reevaluate its values if enough updates
signify that substantial changes in theory of action are beneficial to the organization’s long-term welfare. If
organizations choose open source tools for their security defense, awareness programs generally will have to include
some exposure to the open source tools and non-Windows platforms such as Linux. Awareness of the alternative
tools and platforms may become the first step toward changes in how an organization views and values open source
versus Windows software.

When designing the awareness program as an organizational learning system, therefore, particular attention
has to be paid to the technological support of organizational learning. Thus, to ensure organizational learning, the
designer should focus on the conceptual design of, knowledge representation in, and retrieval and use of
organizational memory. For example, if the organization builds a security knowledge base that features hyperlinked
fast access and multiple formats of presentation of knowledge, an awareness program can benefit immensely. The
superior technical design not only heightens individuals’ motivation to explore the knowledge base, but also makes
the base a Boland principles-savvy (Boland et al., 1994) component in a distributed cognitive system that facilitates
organizational learning.
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CONCLUSION

Awareness programs should be designed in such a way that they can leverage organizational memory for
employee sense-making and improvisation, hence, their quicker and smarter reactions in cases of security attacks.
The key is to encourage active thinking and provide guidance on how to access organizational memory correctly in
emergencies. We suggest that IT security awareness programs be designed in a manner that encourages
organizational learning. Organizational memory - the core component of organizational learning - can become a
repository upon which organizational members can rely to enhance their sense making and improvisational abilities
when they encounter suspicious or unfamiliar system activities that may be the result of attacks.
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